Dashscored
Data Privacy and Security Summary

e Dashscored is a data analytics and business intelligence platform for communities and digital
entertainment marketplaces enabled by Discord.

e Data processed by Dashscored is protected using industry leading standards at all times and at
every stage of the data lifecycle.

e Authorization, ingestion, encryption, storage, and access steps all exceed standards set forth by
leading state and current federal laws.

e Dashscored clearly outlines customer Terms of Service, Privacy Policies, Data FAQs and makes it
easy to elect data preferences.

e Customers can control Dashscored’s access to their server data using Discord Role & Permissions
as they would with server members.

e The purpose of Dashscored is to help communities, creators and their partners better meet the
needs of the people they engage with online. Data captured/ingested/shared/protected via
Dashscored is used to understand activity within Discord servers, opportunities for improved
engagement and to build more meaningful partnerships.

e Dashscored does not share member’s identifiable information for any purpose.

e Data shared with Dashscored is never available for others to access unless you specifically grant
access via a Dashscored Partnership account.

e Customers of Dashscored agree to operate in accordance with Discord’s Terms of Service, as
does Dashscored, and must share in our commitment to protect personally identifiable
information and to keep people, communities and shared experiences online safe.

Dashscored Reference Documents located at https://www.dashscored.com/

Dashscored Terms of Service: https://www.dashscored.com/terms-of-service/

Dashscored Privacy Policy: https://www.dashscored.com/privacy-policy/

Dashscored Data FAQ: https://www.dashscored.com/wp-content/uploads/Dashscored-Data-FAQ.pdf

Dashscored Discord Support Server: https://discord.gg/6AHU8ccZuD

Discord Terms of Service: https://discord.com/terms/

Questions? Contact the Dashscored Team: info@dashscored.com
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Dashscored Architecture & Data Flow Diagram
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1. Botisinstalled and permissions to data are authorized by Server Admin or Server
Member with installation permission.

2. Data authorized by the Server Admin is collected via Discord APl and stored in our
enterprise data_ warehouse.
a. Data warehouse is operated by Dashscored’s parent company Stride Learning:
https://www.stridelearning.com/
b. Datais encrypted in transit on our networks and at rest in the data_warehouse.
Enterprise access controls are maintained using industry-standard protocols.

3. Source Discord data is converted into Summarized Dashscored data using proprietary
data modeling and processing.

4. Dashboard data is loaded into the Dashscored platform and made available to
authorized users at www.dashscored.com
a. Access to key dashboard reports by Dashscored users via in-platform slash
command will be released in Spring 2024.

5. Dashscored is integrated with Discord OAuth2 Authorization Service. Users access
Dashscored via authorized Discord log in.
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